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• Confidentiality and Data Privacy. Sensitive, confidential and material confidential information 
and personal data, as defined under the Code of Ethics, is protected.

• Business Partners. Customers, partners and suppliers are carefully selected and must conduct 
their business activities professionally, ethically, and in compliance with applicable laws, rules 
and regulations.

• Anti-Bribery and Corruption. Only gifts and hospitality that are reasonable and appropriate 
may be accepted, following global anti-bribery and corruption laws, and to avoid the appearance 
of any conflict of interest that might violate applicable laws or harm relationships or reputations.

• Working with Governments. The Group is mindful of forming strategic partnerships with 
governments and of the special risks and responsibilities those relationships carry.

• Asset Management and Controls. Assets and reputation are protected by observing internal 
controls and recognised financial and accounting practices.

• Insider Trading, Securities Trading, Fair Competition and Commercial Information. The 
Group follows international commercial laws and standards, including intellectual property 
protections, prohibitions on insider trading and anti-competitive conduct.

• Export Control and Sanctions Compliance. The Group is committed to maintaining an 
effective and continually improving system of export and sanctions compliance tailored to 
Yahsat’s business, governing imports, exports, and international trade. As part of this 
commitment, Yahsat has developed policies, written materials and training that reflect the 
Company’s procedures in support of export and sanctions compliance.

(iii) The Yahsat E&C Office
Yahsat E&C Office is led by the Head of E&C (or Compliance Officer), who is also charged with 
implementation of Corporate Governance for the Group. The E&C Office also has three E&C 
Champions supporting the function. These E&C Champions are embedded across the organisation 
and from diverse backgrounds to assist the E&C Office in having its ears to the ground and 
addressing concerns of employees across the organisation. E&C Champions not only support in 
identifying training needs across the organisation, but also assist in investigations from time to 
time, annual E&C e-learning and acknowledgements and business partner due diligence.

a. Primary Functions of the E&C Office
The E&C Office leads, develops and supports all aspects of the Group’s E&C programme. Its 
responsibilities include, among other things:
• Empowering a culture of ethics and compliance
• Ensuring everyone, especially leadership, is committed to ethical conduct
• Creating and administering a comprehensive ethics and compliance programme, designed to 

prevent unlawful or unethical business conduct, and to detect it if it occurs
• Assessing ethics and compliance risks and testing to ensure that internal controls are responsive 

to those risks
• Investigating and remediating alleged violations of law, regulation or policies and procedures, 

and ensuring that improper conduct is held consistently and fairly to account

Ethics and Compliance
(i) Introduction
Prior to Yahsat becoming a listed company, the Group’s Ethics and Compliance (E&C) Office 
operated as a discrete Yahsat function ultimately under the auspices of the Mubadala Ethics and 
Compliance Office. Following the listing, the Group’s E&C Office became entirely independent and 
standalone and the Group adopted its own Code of Ethics. The Yahsat Code of Ethics is a 
comprehensive statement of ethics and conduct requirements, setting out the basic principles, 
standards and behaviours necessary to achieve our objectives and uphold our values. It makes clear 
that we not only follow the law, but strive to operate with the highest levels of ethics and integrity.

This Code applies to everyone who works directly for or represents the Yahsat Group, including all 
employees, directors and officers of Yahsat and its controlled subsidiaries. We also require our 
contractors, partners, consultants and suppliers to adhere to certain elements of the Code of 
Ethics, including the Yahsat Business Partner Code of Conduct.

The Code of Ethics is supplemented and supported by a number of policies, which prescribe 
standards of conduct and offer further detailed guidance on how the principles enshrined in the 
Code of Ethics are to be applied. Although we strive to provide clear guidance regarding our ethical 
obligations, and create a principles-based E&C environment, no policy can ever address every 
scenario. The absence of direct guidance to address a particular situation does not relieve the 
Group or any of those to whom the Code of Ethics (and associated policies) applies from the 
responsibility to act consistently with the law and highest ethical standards of business conduct at 
all times.

The Company’s Board of Directors is responsible for ensuring that there is an effective E&C 
programme in place. At the direction of the ARCC, the Yahsat Group CEO established an E&C Office 
that is independent of management, to develop, coordinate and support the E&C programme 
across the Yahsat Group. The E&C Office reports functionally to the ARCC.

(ii) The Yahsat Code of Ethics
The Code of Ethics is intended to enable the Group to achieve its commercial goals while operating 
with the highest levels of integrity. It contains provisions requiring the employees and officers to 
act ethically and in compliance with all applicable laws and regulations, specifically addressing the 
following areas:
• Integrity. The Group is committed to a culture of ethics and compliance by which it conducts 

global business with integrity and in accordance with applicable laws, rules and regulations.
• Speaking up. The Group’s management encourages people to speak up when they see or 

suspect violations of the law, rules, regulations, policies or the Code of Ethics.
• Respect and Fairness. Everyone is to be treated with respect, and unfair treatment, 

harassment, discrimination, abuse or retaliation within the workplace will not be tolerated.
• Conflicts of Interest. Conflicts of interest, or perceived conflicts of interest, are required to be 

disclosed, in order that appropriate action or safeguards can be effected to eliminate any 
inference of, or actual, impact or prejudice resulting therefrom.
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b. E&C Charter
The E&C Office ensures that Group personnel undertake and commit to exercise the levels of 
integrity and compliance consistent with the Code of Ethics and applicable laws, regulatory 
requirements, policies and procedures. The scope and core activities carried out by the E&C Office 
are set out in the Yahsat E&C Charter, and include:

a. Planning: Developing an annual E&C programme plan that reflects the Group’s unique 
characteristics (including an annual employee engagement plan, training, budgeting, risk 
management, etc.)

b. Policy Procedure and Control Development:
I. Development of E&C Policies and Procedures as well as design and implementation of 

associated controls
II. Reviewing the E&C programme plan periodically in light of any changes
III. Working in partnership with the Yahsat Internal Audit team to establish policies and 

programmes that encourage employees of all levels to report suspected fraud and other 
inappropriate business conduct. The identification and prevention of fraud is the 
responsibility of management

c. Monitoring
I. Monitoring compliance with the Code of Ethics and incidental policies
II. Administering and monitoring the E&C programme 
III. Coordinating internal E&C audit and oversight activities, including periodic reviews of 

departments. Working in partnership with the Yahsat Internal Audit team on audits with 
scopes relevant to E&C

IV. Monitoring, reviewing and approving disclosures as follows:
i. Conflicts of Interest: Management of Conflicts of Interest disclosures by Board members 

and employees
ii. Gifts Entertainment and Hospitality: Assessing and, where appropriate, granting 

approvals for the receiving or providing of gifts or entertainment in relation to external 
parties

iii. Sponsorships: Assessing and, where appropriate, granting approvals for the receiving 
or providing of sponsorships in relation to external parties

d. Risk Assessment:
I. Carrying out annual E&C risk assessments in conjunction with the Risk Management 

Officer
II. Providing strategic advice and guidance to the Group’s management regarding E&C 

matters
III. Coordination of efforts related to audits, reviews and checks

e. Training:
I. Carrying out general E&C training on an annual basis, and as required on an ad hoc basis.
II. Providing guidance, training and/or educational programmes to improve the Group’s 

understanding of relevant laws and statutory requirements
III. Determining the necessary level of knowledge regarding the existing and potential 

regulatory compliance requirements of the Group
f. Reporting:

I. Preparing clear and concise E&C reports to the ARCC and the Company’s Board of 
Directors

II. Providing quarterly reports and annual reports to the ARCC and other stakeholders
III. Communicating with regulatory authorities on E&C matters

g. Investigations: Initiating, leading or assigning independent investigations based on E&C 
related issues (including cases of potential fraud) in response to reports made to the E&C 
Office or as otherwise mandated by management or other functions (e.g. Internal Audit, 
Enterprise Security, or Human Capital), as appropriate

h. Policy updates: Undertaking (or, overseeing) policy updates or improvements based on 
changes in laws or regulations advised by the legal department, as an outcome of audit 
recommendations or ARCC recommendations or to address gaps identified in any policies or 
any incidents that occur.

(iv) Reporting Externally
The E&C Office is also responsible for reporting serious incidents to external regulators to whose 
jurisdiction Yahsat submits, in line with applicable regulatory requirements. Any reporting to 
external bodies shall take place in accordance with applicable regulations and shall be done in 
consultation with the Disclosure Committee, and the ARCC will be informed of and/or consulted 
regarding requirements to report externally and prior to the external release of any associated 
reports.

(v) Investigation Reports
Investigation reports are strictly confidential and will only be shared with Yahsat CEO (and, where 
appropriate, the ARCC), and on a need-to-know basis to the Chief Human Capital Officer, the 
General Counsel and the Head of Internal Audit. All E&C investigations will result in an E&C 
Investigation Report being approved by Yahsat CEO.

A summary of critical matters, i.e. matters of serious concern, will be reported by the E&C Office to 
the ARCC, in addition to statistical updates and trends on non-critical matters.

Corporate Governance Report continued
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The E&C Office routinely receives disclosures of potential or perceived conflicts of interest for 
approval. Conflicts of interest can include Financial Interest in an Outside Concern, Holding a 
Position as Officer or Director in an Outside Concern, Other Associations with Outside Concerns, 
Employment of a Related Person at the Yahsat Group, Family Members, Friends & Other Personal 
Relationships (Related Persons), or Use of Confidential Information or Yahsat Group Resources. 
These disclosures are reviewed on a case-by-case basis in conjunction with management and 
adjudicated upon appropriately.

From time to time, gifts, entertainment and sponsorships, provided or received, by members of the 
Group are reported to the E&C Office for review, and where approved, appropriate controls are put 
in place and monitored to ensure that even the slightest perception of bias or impropriety is 
neutralised. Only gifts and hospitality that are reasonable and appropriate are approved in line with 
global anti-bribery and corruption laws and the SCA Corporate Governance Guide, and to avoid the 
appearance of any conflict of interest that might violate applicable laws or harm relationships or 
reputations.

The E&C Office, in conjunction with the Yahsat Internal Audit team, conducts risk assessments in 
relation to the E&C matters on a biannual basis.

(vii) Export Control and Sanctions Compliance
The Head of E&C, under the guidance and oversight of the General Counsel, also supports the 
Group’s Export Control and Sanctions Compliance activities. The Export Control and Sanctions 
Compliance Office is supported by a spectrum of champions embedded across various key 
departments throughout the organisation. Export Control champions, trained on various issues 
related to export control and sanctions are able to assist team members in ensuring compliance 
with regulatory requirements associated with the day-to-day work, including the preparation of 
technology control plans, ensuring controlled transfer and storage of physical and electronic 
control technology, classifying technology, identifying export classification codes and determining 
what products are permitted to go to which country.

Screening Champions, trained on using the various screening software to identify any SDNs, have 
also been strategically placed within the organisation to ensure that all business partners are 
effectively screened to eliminate the risk of anyone within the Yahsat Group ever having to deal 
with a sanctioned person or entity. 

While general Export Control and Sanctions Awareness training was provided as an e-learning 
module mandatorily for all staff, more detailed training was conducted using specialist external law 
firm, to a select group of employees including employees dealing with technology and in sensitive 
jurisdictions, to ensure that they are made aware of the risks, red-flags, obligations and controls in 
doing their day to day jobs. Recording of this training and Group’s Export Control and Sanctions 
Compliance Policy and Procedure manual are accessible to all staff at all times on the Group’s 
intranet.

(vi) Activities Carried out by the E&C Office in 2022
The E&C Office operates on the basis of a charter that established the framework within which the 
independent E&C function at Yahsat would function, based largely on the Mubadala E&C 
Programme (which itself is ISO 37001 accredited).

As a part of its mandate, the E&C Office constantly engaged with employees through different 
media over the course of the year.

Trainings are an integral channel of employee engagement. The trainings conducted by the E&C 
Office targeted various audiences across the organisation, covering a range of topics including 
ethical leadership, business partner due diligence, fraud awareness, securities trading, delegation 
of authority and export control and sanctions compliance.

Annual general E&C training was also conducted for all Group employees, and was attended 
mandatorily (e-learning) by all employees. During the introduction to this training, the Yahsat CEO 
emphasised the tone at the top, highlighted the need for employees to be accountable for 
upholding the Yahsat Code of Ethics and following all applicable laws, regulations and company 
policies, ensuring that values remain fundamental to their work, emphasising also employee 
commitment and enthusiasm for “doing the right thing, the right way… and if you see it, say it.” A 
recording of this training has been placed on the Group’s intranet to ensure that it is easily available, 
and at all times, to anyone requiring training or guidance.

The Yahsat E&C Office also obtained an acknowledgement from all employees to ensure that 
everyone across the Group is fully committed to our values and ethical principles. The 
acknowledgement covered areas including conflicts of interest disclosures as well as 
acknowledgement of the Code of Ethics and associated policies. 

The E&C Office has an independent helpline dedicated to receiving any concerns that employees 
might have, or to facilitate the reporting of any matters of concern anonymously. In addition to this, 
there is a dedicated email address through which employees can raise concerns or seek 
clarifications. An external-facing email address has also been set up, to enable external parties or 
business partners to raise any concerns. An E&C mobile application was also introduced in 2022 to 
enable all employees report concerns and request approval for gifts, entertainment, sponsorships, 
conflicts of interest, etc., effortlessly and seamlessly. 

Through any of the various channels (e.g. helpline, email or direct reporting via line managers), areas 
of concern are reported to the E&C Office from time to time. The E&C Office reviews all matters 
placed before it, and forms a committee as appropriate to investigate concerns that might 
prejudice the ethical framework within which the Company operates. Reports are submitted to the 
Yahsat CEO, who in-turn authorises disciplinary or corrective actions, as appropriate.




